The proliferation of Web 2.0 applications was the impetus for this survey-based research into practices that online users currently employ when using Web 2.0 sites. As part of the study, the popularity of Web 2.0 technologies and sites among online users at a university was investigated to determine the extent of the potential threat to corporate security, arising from Web 2.0 use and access. The results of this study indicate that the use of Web 2.0 sites is very popular among students, as a proxy for the potential future business users, and that users are not necessarily aware of the risks associated with these sites. The respondents indicated that they regularly visit Web 2.0 sites, and that they post personal information on these sites. This is of concern in protecting arguably the most valuable asset of a business.
business users to have greater access to the Internet as part of their normal business day. This trend, which is expected to continue (Metz 2007; Valdes 2008) , is driven by the new generation of Internet users entering the workforce and bringing with them the familiarity of social computing tools (Ghandi 2008) . As users become more comfortable with technological advances in their personal lives, they also demand this in their professional lives (Bradley 2007) . They have different views on data access, multi-tasking, connectivity and control. With the growth and widespread use of Web 2.0 applications, much of the technological focus has been on ensuring that users gain access to data and resources, with less thought being given to whether users should have access (Johnson 2008) . Many organisations have blocked access to Web 2.0 sites as employers become more worried about the impact on security and productivity, as well as about the possibility that employees share too much information on the Internet, which could result in attacks against companies and employees. A new generation of thieves is trolling the Internet, from social networking sites to sites devoted to real estate, looking for personal infomation they can use in scams and attacks (Boudreau 2007) . One of the more recent attacks was a virus dubbed 'Koobface' that used information on social networking messaging systems to infect PCs and to gather sensitive information (Albanesius 2008) , thereby invalidating privacy.
Privacy has emerged as a central concern about the Internet as more users come online and as methods of Internet access become more widespread (Fox, Rainie, Horrigan, Lenhart, Spooner and Carter 2000) . Privacy is defined as an individual's ability to control the terms by which personal information is acquired and used. As far as the Internet is concerned, privacy affects aspects such as the obtaining, distribution or non-authorised use of personal information. According to Flavian and Guinaliu (2006) , privacy and security are related. This raises the question: which practices do online Web 2.0 users currently employ when managing their online identity and to what extent do users protect their privacy?
Problem statement
The widespread publicity resulting from the increasing number of cases of identity theft (Butler 2005) has caused more emphasis to be placed on advising users on the use of Web 2.0 applications. The question now arises as to whether users have changed their practices in using Web 2.0 applications. The primary objective of this research was to assess which practices online users currently employ when using Web 2.0 sites, creating profiles and managing their online identity. An ancillary objective was to establish how popular these new Web 2.0 technologies and sites were, among online users, to determine the scale of the potential threat to corporate security.
It is important to understand how Web 2.0 users manage their identity, as Web 2.0 is a new, poorly understood technology and with the growing mobility of users, the potential threat increases (D'Agostino 2006). The research was conducted in an attempt to assess the level of awareness among university students who are the future business IT users, since students entering the job market understand how to use Web 2.0 sites, but the enforcers of the policy might not fully know how the technology works. The results of this study will help business determine strategies to aid in the adoption and diffusion of Web 2.0 and Web 2.0 access.
Research method

Questionnaire design and administration
A literature review was undertaken to identify existing research on users' behaviour. A survey was conducted among students in the Faculty of Economic and Management Sciences at a South African university to assess the practices they employed when using Web 2.0 applications. The questionnaire was developed based on the current practices employed by users identified in research studies conducted internationally and consisted of three parts, each part containing questions to: 1. Identify users' current Web 2.0 usage patterns 2. Determine how the respondents manage their Web 2.0 identity 3. Evaluate the users' awareness of the risks relating to Web 2.0 and how they manage these risks.
The questionnaire was reviewed by lecturers in the field of auditing as well as information systems, a statistician and ten volunteers from the target student population. They considered the questionnaire in terms of logic and intelligibility. Minor amendments were made on the basis of their feedback.
The questionnaire was Web-based and students were encouraged to complete the questionnaire in their own time. Two follow-up e-mails were sent to encourage students to complete the questionnaire. Owing to the fact that this was an exploratory study and in an effort to encourage respondents to complete the questionnaire, the questionnaire was kept as short as possible and a small incentive prize was offered. The results were cleaned and analysed. All answers were scrutinised to eliminate instances where respondents clearly did not attempt to answer the questions. The answers to the open-ended questions were analysed and summarised in similar categories.
Target population
Currently, in South Africa, university students are the most connected Internet users because all of them have access to computer facilities on campus. They are followed by medium to large businesses in terms of connectivity. Historically, students have been early adopters of technology in South Africa; in many instances they are the ones responsible for introducing new technologies to businesses when they reach the employment market. This is underpinned by the Clearswift (2008) study that found that younger, early adopter employees are using Web 2.0 technologies to a greater extent than their older employee counterparts. Since the students become the future business users, the questionnaire was distributed to students enrolled in a number of courses: two first-year Information Systems courses; the second-and third-year Information Systems and Financial Accounting courses; as well as the honours classes for Bachelor of Commerce (BComm) (Management Accounting) and Bachelor of Accounting (BAcc) degree. This ensured that a large number of students enrolled in the faculty were reached.
In selecting students from various years of study and degree programmes, the researchers were able to identify whether users apply better practices as they become more technology literate and aware of the dangers of Web 2.0 applications. It would be expected that these students would be more aware of issues relating to the misuse of Web 2.0 applications and the possible consequences of such misuses, and thus more in line with the typical Internet users employed by business. These students should also be aware of security features provided by the Internet.
In total, 2 944 invitations to participate in the study were sent to students. Altogether 660 students completed the questionnaire. The response rate of 22,4% is considered sufficient to arrive at the necessary conclusions. Although numerous definitions exist for the term 'Web 2.0', it is not well defined (Radcliff 2007) . According to Wikipedia (2008) , an online encyclopaedia, the publicly accepted definition for Web 2.0 is 'a perceived second generation of webbased communities and host servers that facilitate collaboration and sharing between users; referring to a change in the way in which the platform is used'.
The most significant difference between traditional web (i.e. Web 1.0) and Web 2.0 is the greater collaboration between users, programmers, service providers and enterprises, among others, thus enabling them to update, contribute and re-use the content in various forms (Getting 2007) . Web 2.0 constitutes a paradigm shift in the manner in which existing technology is used. In essence, it is the evolution of the browser from a static request-response interface to a dynamic, asynchronous interface. The key features of Web 2.0 sites can be summarised as having the following three components:
Community and social: This entails software that permits users to study, change and improve content or sourcecode and to simultaneously redistribute and re-use it in modified form. This component considers the dynamics around social networks, communities and personal content publishing tools that facilitate sharing and collaboration. Technology and architecture: These are Web-based applications with a rich interface that run in a Web browser and do not require specific software installation, a specific device or platform, but still have the features of traditional applications. Business and process: This component involves resources on a network made available as independent services that can be accessed without knowledge of their underlying platform implementation. Software is being delivered as a service rather than an installed product, thereby freeing users from a specific platform or operating system (Smith 2008) .
Web 2.0 applications are based on four broad types of technologies as presented in Table 1 : 
Historical review of prior research
As the popularity of Web 2.0 services such as Facebook, YouTube and Wikipedia grew, the popular media published various articles on, for example, security risks relating to Web 2.0 services, while others focused mainly on business risks (D'Agostino 2006; Fanning 2007; Mitchell 2007) . Popular media publications in almost every industry have published some kind of article outlining how Web 2.0 has impacted that specific industry.
Most research relating to Web 2.0 has been conducted by private organisations such as Gartner, Clearswift, PEW/Internet & American Life Project and KPMG, among others, with limited academic peer-reviewed research being performed (Shin 2008) . Initially, research focused on understanding the technology, its benefits, uses in a business environment and potential challenges (Clearswift 2007a; 2007b; Matuszak 2007) . Other research studies focused on the areas of privacy (Cavoukian and Tapscott 2006) , collaboration (Lee and Lan 2007) , usage and users' behaviour patterns (Horrigan 2007; Lenhart and Madden 2007a; 2007b; Shin 2008 ).
Various attempts have been made to develop an organisational framework to help businesses to understand and address Web 2.0 risks and to generate business value for enterprises using Web 2.0 applications. The most widely used frameworks were developed by Dawson (2007; .
Before frameworks for risk or value evaluation can be implemented, users' behaviour needs to be understood. Lardner (1999) argues that the lack of privacy on the Internet could pose an obstacle to the growth of the Internet. Flavian and Guinaliu (2006) analysed the effect of privacy and perceived security on the level of trust shown by consumers on the Internet. They found that an individual's loyalty to a Website is linked to the level of trust. The trust associate with the Internet is particularly influenced by the security perceived by consumers regarding the handling of their private information. Consequently, the level of trust can be evaluated from the types of information posted on Web 2.0 sites.
Prior research studies
Much work has been conducted on users' behaviour, what information users disclose and how users manage their privacy. The Pew Internet & American Life Project conducted a series of studies on Internet users' behaviour and related topics such as privacy, trust online, identity management and protection. They focused on various user groups ranging from teens to established employees. The earlier studies by Fox et al. in 2000 focused on the use of the Internet. These authors concluded that there is a presumption of privacy when users go online and that many users do not know how to manage their identities, how their identities can be tracked, or how to protect themselves. As a consequence, they unwittingly share personal information about themselves. Early in 2007, when the focus changed to Web 2.0, Lenhart and Madden (2007a) conducted a national survey of young people between the ages of 12 and 17 across the United States. The study focused on which sites were used, why (the reasons for using these sites) and how the sites were used and accessed, as well as how teenagers protected themselves against potential threats. During April 2007 another study was conducted that focused specifically on how teens managed their online identities and personal information in the Web 2.0 era. They focused on how teens chose which information to share, on assessing how they evaluated the vulnerabilities, and on which relationships teens maintained online. They found most teens protect themselves by limiting the information they disclose and to whom, yet relying very little on automated protection (Lenhart and Madden 2007b) .
Guess (2007) reported on a study conducted by the Educause Center for Applied Research, which investigated how students were using information technology at college and how it could be harnessed to improve the learning experience. They found that users spent more time on the Internet and that they relied more heavily on mobile access. They also noted a change in the reasons why students were using the Internet. They commented that engineering and business students were using more technology, specifically spreadsheets and graphics editing tools, among other things. This confirmed comments by Horrigan (2007) that users of all ages were becoming more connected, and that Web 2.0 applications were becoming a platform for communication and sharing via, among other things, handheld devices and cell phones.
Other research focused on business users in general, as well as industry-specific business users. Clearswift (2007a) investigated the impact of Web 2.0 on security and, while conducting the study, usage patterns and management of identity of employees in the United States and the United Kingdom were also investigated. The study focused on the type of service most frequently used, the time spent, as well as most prominent risks and related safeguards to mitigate any risks. Another study conducted by Clearswift in 2008, investigated the attitude of human resources (HR) professionals to Web 2.0 and investigated how they had adapted Web 2.0 to their organisations. The study investigated HR practitioners' knowledge of Web 2.0, the uses of the technology and currently acceptable and disallowed practices. The general findings were as follows:
Organisations perceive risks in allowing employees uncontrolled access to Web 2.0 sites at work, and some of the problems include time and resource wastage, loss of confidentiality and posting inappropriate content. Unintended disclosure of personal information could harm a user's future. Although many sites have security features, many users are unaware of the features or do not enable these features.
A study by the IT security and control firm, Sophos PLC, investigating the risks of identity and information theft, revealed that 41% of Facebook users were prepared to disclose personal information, such as biographical and contact information, to complete strangers, thus increasing their susceptibility to identity theft and other forms of intrusion against individuals and companies (Kelly and O'Brien 2007) .
These studies highlight the importance of identity management and risks in an international mature context. A similar study has not been conducted in a less developed Internet user market as in South Africa. 
Results
The respondents were questioned about the nature of their Internet use before specific consideration was given to Web 2.0-related matters.
Respondents' profile and Internet activity
The 660 respondents comprised 54% male and 45% female students (1% did not indicate gender), of whom 71% were white, 21% coloured and 3% black (5% preferred not to indicate ethnicity). The demographic profile was not as important as the respondents' connectivity. Table 2 shows the respondents' source of connectivity. The majority of the respondents indicated that they accessed the Internet from their place of residence, either at home or university residence, while 43,4% used the university's computer facilities. These all have high-speed access points. The source of access had a direct impact on the frequency at which the respondents accessed the Internet and the time spent on the Internet. This is graphically represented in Figure 1 .
Figure 1 Frequency of accessing Web 2.0 sites
Respondents indicated that 38% accessed Web 2.0 sites at least once a day, with a further 38% accessing it at least once a week (Figure 1 ). In total, 76% of the respondents, therefore, accessed Web 2.0 sites at least once a week, clearly indicating that this was a favoured activity. This is borne out by the time spent on Web 2.0 sites in an average week (Figure 2 ). While one fifth of the respondents were unable to estimate the time spent on Web 2.0 sites, 14% of the respondents who were able to make an estimation spent more than five hours per week on Web 2.0 sites. This could have implications for large organisations, as the students (once employed) would have direct access to the Internet from their workstations once they started working.
Figure 2
Time spent using Web 2.0 sites in an average week These high-speed access points facilitated the seamless use of Web 2.0 applications and were reflected in the nature of the services the respondents used. The most frequently visited sites based on type of site are set out in Table 3 . Social networking sites rank second to e-mail accounts in terms of popularity of usages. It is interesting to note that the sites with a direct communication component are used more often than content driven services.
Awareness and utilisation of Web 2.0 services
Although a wide range of services were used, many of the users were not aware of the nature of the service they used, with only 18% of the respondents aware of what Web 2.0 meant before they completed the questionnaire. A similar percentage was able to distinguish between static and Web 2.0 Websites. Those respondents that were able to identify Web 2.0 sites listed the differentiating characteristics of these sites as interactive, constantly changing, personal information sharing and user-orientated.
One of the primary characteristics of Web 2.0 sites is the interactivity of the sites. More than half of the respondents (53,3%) indicated that the activities they performed most often on Web 2.0 sites were viewing the Websites of other users, as confirmed by the results in Table 3 . However, 15,0% and 8,4% of the respondents indicated that they submitted and amended information respectively, while 23,3% used online applications. Nearly half of the respondents, therefore, fully engaged with Web 2.0 sites in the manner in which, in their opinion, Web 2.0 sites have been designed to be utilised. These results are summarised in Figure 3 , which provides a more detailed breakdown of the manner in which the respondents interacted with different types of Web 2.0 sites. These findings concur with the findings in international research by Guess (2007) and Horrigan (2007) . 
Influence of Web 2.0
Using these services could be resource-intensive and influence the organisation negatively. A number of questions were asked to gauge the respondents' awareness of the effect of Web 2.0 on them and others. This is important since Internet use, including Web 2.0 use, does have an influence in some way or another on, for example, bandwidth or time that could be spent on another activity. Web 2.0 is typically rich in multimedia, for example, pictures or graphics, music and/or movies. These content types use greater quantities of resources than simple text and would, therefore, use more bandwidth. Of the respondents, 30,5% were of the opinion that Web 2.0 usage does not influence university resources such as bandwidth. But interestingly, 57,4% were of the opinion that the time spent on Web 2.0 sites influences other users. This might be because 43,4% of the respondents used the university's computer facilities to access the Internet, thereby making these computers unavailable for academic purposes. A similar impact could be surmised to occur in a business environment. The month after the questionnaire was administered, the university blocked Facebook and YouTube because of the large use of resources and the resultant slowdown in network speed.
Similarly, 46% of the respondents stated that they believed that Web 2.0 use influences students' studies. Responses were not gathered as to whether this effect is positive or negative, but the result, taken in conjunction with Table 2 , may indicate that the effect will be predominantly negative. From Table 2 , it appears that Web 2.0 was for the most part used for social networking, communicating and entertainment, none of which were primarily academic in nature. Web 2.0, therefore, potentially takes time away from academic endeavours. The respondents were divided on the effect on their social life, with 48,2% believing that Web 2.0 influences their social life and the ways in which they interact socially.
Risks and consequences
Unproductive time and resources constitute but only one risk relating to Web 2.0 applications. Overall (65,3%), the respondents were not aware of the risks posed by Web 2.0 sites. The questionnaire contained a list of seven potential risks that respondents were required to rate, where 1 was the most significant risk and 7 was the least significant risk for a user. Table 4 contains the average ratings for the seven risks. The most significant risk, in the opinion of the users, was electronic intrusion such as viruses and worms. Phishing attacks, a real risk which could be based on socially engineered information, were rated second. Unproductive time and unavailability of services (i.e. denial of service problems) were rated low, confirming earlier findings. 
Inappropriate disclosure of information
Many of the risks presented in section 3.4 arise from sharing too much information. A number of statements were presented to the respondents where they were required to indicate whether they agreed or disagreed with the statements presented. Approximately 80% of the respondents agreed that sharing too much information on Web 2.0 sites such as social networking sites could lead to identity theft and possible phishing attacks. In sharing information online, two types of personal information could be posted online: either (1) by means of creating a profile or (2) through disclosure of personal information.
Online profiles
Of the respondents, 80,6% indicated that they created online profiles on Web 2.0 sites such as social networking and sharing sites. The respondents were asked which personal information they posted on their online profiles (Table 5) . 6,6% Streamed audio to your profile 6,0% Link to your blog 3,7% Your work e-mail address (if applicable) 3,5% (Respondents were able to select more than one option, leading to a total in excess of 100%.)
Respondents indicated that they usually make a variety of personal information available when they use Web 2.0 and that it would make social engineered attacks easier. The respondents acknowledged that a motivated Internet user would be able to identify them from their Internet profiles, with only 38,3% believing it would be difficult or very difficult to identify them.
Disclosing information
In light of the responses above, the respondents were asked which types of information they disclosed on Web 2.0 sites other than when creating their profile. The results are summarised in Table 6 . Respondents would be willing to share personal information such as their religious affiliation, relationship status and photos on these sites. Most (53%) would also disclose their e-mail addresses, in spite of the real possibility of it being used for spamming purposes. One quarter of the respondents would even provide their cell phone numbers and 13% would knowingly provide information that might allow someone to find Internet users easily, such as address, home phone number and parents' names. A further 12% would even provide their passwords online and 10% would share personal identification information such as identity numbers, medical information or student numbers. It should be noted that this refers to information which they would disclose on their own or somebody else's Website, and not information that is used to create online profiles. Respondents' willingness to disclose these types of personal information on Websites may be due to the perceived anonymity of the Internet.
Safeguards to mitigate risk
To limit the risks, safeguards could be implemented by the user or the organisation whose facilities are used, either by (a) limiting use, (b) self-protection, or (c) policy implementation. The findings in the previous sections are supported by the results of an additional question which asked respondents whether they would limit their activities on the Internet if they knew that the information being disclosed or the activities are being monitored by, for example the university or employer. The majority (44,2%) indicated that they would at least limit their activities, while 11,6% indicated that they would stop using the Internet, and 4,3% felt that, with the large volume of Internet activity, it would be impossible for the university or their employers to effectively monitor activities and that, consequently, they would not act. Only 39,9% of the respondents felt that their activities did not expose them to such an extent that they would need to change their Internet behaviour.
While the respondents may have been unaware of the risks (refer to section 3.4), 60,6% of the respondents did take some steps to protect themselves online. They used two main methods to protect themselves: Almost two thirds (63,4%) made use of the security settings on Web 2.0 sites (25% were not sure whether they did). Altogether 56,3% made their online information (including profiles) available to their friends only. One fifth of the respondents made their profiles visible to anyone and 10,3% did not know to whom their profiles were visible.
Other methods that respondents used to restrict access to their profiles were giving as little personal information as possible (50,4%), password protection (59,5%) and disclosing information to known friends (37,1%). This confirms findings by Fox et al. (2000) and Lenhart and Madden (2007b) .
Controls implemented by an organisation could also not be as effective as expected. Many organisations have Internet policies that govern the use of company resources when accessing the Internet. The majority of the respondents (82,8%) indicated that they would comply with such a policy and 14,2% would probably ignore the policy in their use of the Internet. It is noteworthy that the students in the sample were required to agree to comply with the university's Internet policy before they were able to access the Internet. In spite of this, 3% of the respondents stated that they had never seen such a policy. This would, therefore, indicate that an Internet policy may not be the most effective way of regulating Internet use, as 17,2% of the respondents would not comply with the policy or would not be aware of it.
Access could be blocked; however, in spite of the acknowledged risks referred to in section 3.4, 68% of the respondents felt that the university should not block access to Web 2.0 sites, even though nearly half (47,2%) stated that the time spent on Web 2.0 sites may impact on the security of the university. Contradicting themselves, more than a third (37%) of the respondents indicated that employees should be entitled to access Web 2.0 Internet content from their work computer for personal reasons and should, therefore, not be blocked (21% elected not to give an opinion on this matter), clearly indicating a potential for abuse.
top Internet security and privacy is a concern for most businesses. With the growing use of Web 2.0 applications that feature increased interactivity with the Internet, this concern and the potential risk related to Web 2.0 will, in all probability, not abate in the near future.
Against this background, a study was conducted through a survey administered to university students to determine which practices online users employed when using Web 2.0 sites. In addition, the study also considered the popularity of these sites. A response rate in excess of 22% was achieved. The use of students as proxy for business users was justified, as these students would soon join the business world and the online practices and habits would, therefore, impact businesses directly.
The respondents indicated that two thirds of them accessed Web 2.0 sites at least once a week and that social networking sites were accessed frequently. Nearly half of the respondents indicated that they fully engaged with Web 2.0 sites through amending and submitting content. The respondents were aware of the risks posed by sharing too much information on Web 2.0 sites, but more than a third believed that employees should be entitled to access Web 2.0 sites from their work computers for personal reasons. The majority of respondents created online profiles, posting personal information. A cause for concern was that the respondents indicated that they were not aware of the risks posed by Web 2.0 sites. Most respondents indicated that they did take some measures to protect their online identity, but more than 10% would post information that could be used to perform socially engineered attacks successfully.
The results of this study, therefore, indicate that the use of Web 2.0 sites was enjoying great popularity and that users were not necessarily always aware of the risks when using these sites. This is of concern in protecting arguably the most valuable asset of modern-day business: information. Considerations should be given to blocking access to popular Web 2.0 sites which are not needed for business purposes, since other potential measures would, in all probability, be ignored. At a minimum, users should be warned frequently of the dangers posed by disclosing too much information on these types of sites. It should be made clear that even though users' access of Web 2.0 for personal reasons may not affect the business in any obvious way, it does pose a risk to the business through potential spam, virus and other malware attacks, as well as through the real possibility of socially engineered risks.
It may well seem as if educating users on the risks posed by the Internet is being flogged to death in the popular press. However, this study has indicated that this process can never be taken too lightly, especially if protecting the information and data of a business is seen to be at all important. 
